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Introduction

SpectraLive©CIient application use DCOM to communicate over a network.

When Windows XP with Service Pack 2 is installed with its default configuration settings,
OPC communication will cease to work.

This paper describes the settings necessary to establish a correct communication between

SpectraLive©CIient and SpectraLive©Server.

Windows Firewall

The Windows Firewall allows traffic across the network interface when initiated locally, but
stops any incoming traffic.

This firewall is exception based, meaning that the administrator can specify applications and
ports that are exceptions to the rule and respond to unsolicited request.

The firewall exceptions can be specified at two main levels, the application level and the port
and protocol level. The application level is where you specify which applications are able to
respond to unsolicited requests and the port and protocol level where you can specify the
firewall to allow or deny traffic on a specific port for either TCP and UDP traffic. To make any
OPC client/server application to work via DCOM, changes need to be made on both levels.

Configuring the Firewall

By default the Windows firewall is set to “On”. This setting is recommended by Microsoft and
by OPC to give your machine the highest possible protection.

%= Windows Firewall |

General | Exceptions Advancedl

‘windows Firewall helps protect pour computer by preventing unauthorized users
from gaining access to your computer through the Internet or a network.

Thig zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze zelected on the Exceptions tab.
[~ Don't allow exceptions
Select thiz when you connect to public networks in less secure
lozations, such as airports. You will not be notified when Windows

Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@  Off [not recommended)

Avoid using this zetting. Turning off Windows Firewall may make thiz
computer more vulnerable to viuses and intruders.

“what else should | know about Windows Firewall?

oK I Cancel |

Select the “Exception” tab and add SpectralLiveClient.exe to the exception list.
Also check if Microsoft Management Console (used by DCOM configuration utility in the next
section) is in the list. If not, just add also this application.

Note: Only EXE files are added to the exception list.
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The final screen must be as follow:

%= windows Firewall x|

General  Exeeptions | Advanced I

Windows Firewall iz blocking incoming network. connections, except for the
programz ahd services selected below. Adding exceptions allows zome programs
to wark better but might increase your security risk.

Programz and Services:

M ame

DCOM

File and Printer Sharing
icrozaft Management Console
Remote Azsiztance

[ Remote Deskiop
SpectraliveClient

O UPAP Framewiork.

Add Program... Add Port...

Delete

V¥ Display a notification when Windows Firewall blocks a program

Wihat are the rigks of allowing exceptions?

] | Caticel |

Add TCP port 135 at it is needed to initiate DCOM communication, and allow for incoming
echo requests. In the Exception tab of the Windows Firewall, click on Add Port

In the Add a Port dialog, fill out the fields as follows:
Name: DCOM

Port number: 135

Choose the TCP radio button.

Edit a Port x|

|1z theze zettings to open a port through Windows Firewall, Tofind the port
nurnber and pratacal, consult the documentation for the program or service you
want to use.

Hame: IDEDM

Port number: I1 6

& TCF  UDP

what are the risks of opening a port?

LChange scope. .. | [IF. I Cancel
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Configuring DCOM

Follow these steps to configure DCOM for OPC Communication using Windows XP Service
Pack 2:

1. GotoStart -> Run andtype DCOMCnfg and click OK.
run 21|

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it for wou,

Cipen; I dromenf| j

| (04 I Cancel | Browse. .. |

2. Click on Component Services under the Console Root to expand it.
3. Click on Computers under Component Services to expand it.

4. Right click on My Computer in the pane on the right and select Properties

:i'_,-:E_Z"EumpunenI: Services

~=lo| x|
JEETE

@ File Action Wiew Window Help

CI Console Rook Computers
E@ Component Services @
| B3 Computers
@ My Camputer =
-- Event iewer (Local) My Computer
-4y Services (Local)

5. GotoDefault Propertiestab
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Set the followings:
Default Authentication Level: None
Default Impersonation Level: Identify

My Computer Propetrties e |
Default Protocals | MSDTE | COMSecuity |
General I Options Default Properties

v Enable Distnbuted COM on this computer

[~ Enable COM Internet Services on this computer
— Default Distibuted COM Communication Properties
The Authentication Level specifies sacurity at the packet level.

Default Authentication Level:

Mane j

The imperzonation level specifies whether applications can determine
wha iz calling them, and whether the application can do operations
uging the client's identity.

Default Impersonation Lesel:

| Identiy E

Security for reference tracking can be pravided if authentication is used
and that the default impersonation level is not anonymous.

= | Brovide additional security for reference tracking

QK I Cancel | Lpply |

6. Go to COM Security tab and note these are four permission configurations. Three of
these we will have to edit:

My Computer Propetties e |

General | Options I Default Properties |
Default Protocols | MSDTC COM Security

~Access Pemizzions

You may edit who iz allowed default access to applications. You may
alza et limitz on applications that determine their own permizsion:.

Edit Limits...

r— Launch and Activation Parmissions

You may edit who iz allowed by default to launch applications or
activate objects. “ou may alzo set limits on applications that
determine their own permizsions.

Edit Limitz... Edit Defauil...

0k | Cancel | Spply |

- Access Permissions — Edit Limits
- Access Permissions — Edit Default
- Launch and Activation Permission — Edit Limits
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7. Access Permissions — Edit Limits

Security Limits I

Group or uger names:

AMOMYMOUS LOGON

ﬁ} Eweryone

Add... | Bemove |
Permizsions for AMOMNYMOUS
LOGOM Al Deny
Local Access O
Remote Access O

ok I Cancel |

Both ANONYMOUS LOGON and Everyone must configure as above. If “Everyone”
doesn't exist in list click on Add and add the Everyone.

8. Access Permissions — Edit Default
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Default Security I

Group or user names:

ﬁANDNYMDUS LOGOR

YEMOne
€7 SELF
€3 SvSTEM
Add... | Bemove |
Permizzions for Everyone Allow Deny
Local Access O
Remate Access a

] I Cancel |

Both ANONYMOUS LOGON and Everyone must configure as above. If “Everyone”
doesn’t exist in list click on Add and add the Everyone.

9. Launch and Activation Permission — Edit Limits

Security Limitz I

Group or user names:

Add... | Bemove |

Permizzions for Everyone Aallc Deny

Local Launch
Femote Launch
Local Activation

EEOM
Oooono

Remate Activation

OF. I Cancel

Everyone must configure as above. If “Everyone” doesn't exist in list click on Add and
add the Everyone.
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Note: Use this setup procedure as a baseline for establishing client/server interactions.
Then you can proceed to a “tighten” DCOM security setting
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